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Isambard 3 and Isambard-AI

Isambard-AI phase 1
• 42 nodes
• 168 Grace Hoppers
• 1 PB storage

Isambard 3
• 384 nodes
• 55,296 ARM cores

Isambard-AI phase 2
• 1,320 nodes
• 5,280 Grace Hoppers
• 27 PB storage

MDC 1 MDC 2
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Foundations

Zero-trust architecture

• Follows NIST SP 800-223 [1]

• Divide service into zones

• Extensive use of RBAC

Federated identities

• Decentralise user identity 
management

• Separate identity from access

[1] 10.6028/NIST.SP.800-223

https://doi.org/10.6028/NIST.SP.800-223
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User access



Federated identities

• Traditional HPC centres create accounts for users of their system – 
including managing passwords and/or SSH keys.

• We don't want to hold credentials for users.

• We broker out to MyAccessID to authenticate users.

• Given an authenticated identity, we hold access lists to control who 
can access which resources.
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Summary

Zone-based architecture

• Users and admins are kept 
separate

• Users access is controlled in the 
access zone

• Admin access is specific to their 
role

• Service→service is zero-trust

Federated user identities

• User identities come from their 
institution

• Identities are resolved 
consistently before access 
control

• Access to resources is granted 
on a project-basis

[1] 10.6028/NIST.SP.800-223

https://doi.org/10.6028/NIST.SP.800-223


Thank you
Dr Matt Williams

matt.williams@bristol.ac.uk

brics-enquiries@bristol.ac.uk

mailto:matt.williams@bristol.ac.uk
mailto:brics-enquiries@bristol.ac.uk

	Slide 1: Federated Single Sign-On and Zero Trust Co-design for AI and HPC Digital Research Infrastructures
	Slide 3: Isambard-AI
	Slide 4
	Slide 5
	Slide 6
	Slide 7: Isambard 3 and Isambard-AI
	Slide 8: Foundations
	Slide 9: Foundations
	Slide 10
	Slide 11
	Slide 12: User access
	Slide 13: Federated identities
	Slide 14
	Slide 15
	Slide 16
	Slide 17
	Slide 18
	Slide 19
	Slide 20
	Slide 21
	Slide 22
	Slide 23: Admin access
	Slide 24
	Slide 25
	Slide 26
	Slide 27: Summary
	Slide 28

